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Recently, electronic evidence has been related with not only computer crimes, 
but also other kinds of crime. And it is the first time being regarded as a kind of 
evidence in law since the 11th National People's Congress in 2012.Therefore, it is 
necessary for us to do some research on digital forensic.  
In order to obtain evidences from electronic data, it is necessary to make an 
analysis on these data. And there are three key technologies: keyword matching, data 
decryption and reconfigurable computing. Keyword matching makes it possible for us 
to get the right data that needed. Unfortunately, these data are always encrypted into 
ciphertext by password. We should try to decrypt these ciphertext before you get the 
plaintext. Besides, the variety for electronic data makes it more difficult to analysis. 
Thus, we have to do some research on reconfigurable computation. There are several 
contributions in this thesis: 
(1) A regex approach based on GPUs is presented to meet with the request of 
both speed and accuracy during keyword matching. In this approach, we design a 
regex engine based on multi-gpus, and  use the binary algorithm to overcome the 
space over-expanded problem with DFA in huge matching mode. 
(2) An encryption data analysis approach based on GPU is presented to 
overcome traditional analysis methods of encrypted data. In this approach, we design 
a complicated password generating algorithm based on string token, to generate 
special passwords. Moreover,we design a common data decryption architecture based 
on GPU. This makes it easier to analyse encrypted data. 
(3) An decryption algorithm reconfigurable approach based on GPU is presented 
to deal with the problem of data variety during digital forensic. In this approach, we 
design a reconfigurable architecture for decryption algorithm in module level. We 
also design the other reconfigurable architecture for the system Scheduling level. 
Through the two reconfigurable architectures, we improve the efficience of the whole 
decryption system dramatically. 
Finally, we develop a high-speed electronic data analysis system based on the 
theories and approaches proposed on this thesis, in order to process huge of electronic 
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